MongoDB ATLAS INTEGRATION

1. MongoDB Atlas reference.

e Create your \ \ account

e You can start with selecting the free option:

Q MongoDB

Deploy your database

Use a template below or set up advanced configuration

M10 $0.08/hour SERVERLESS $0.10/1M reads MO FREE

F

1068 2068 2vCPUs UptolTB  Auto-scale  Auto-scale 512MB Shared Shared

2. Pick the cloud provider, location and create the cluster:

Provider

Region % Recommended region @

= N.Virginia (us-east-1) % -

Name

FREE

3. Creating User Credentials
Make use of the security tab for creating user credentials for the database. Please
note that these are not the same credentials you use for logging into MongoDB

Atlas. These will be used for your application to connect to the database.



https://www.mongodb.com/atlas/database

I Project 0 w: § Data Services App Services Charts
& DEPLOYMENT 1 How would you like to authenticate your connection?
Database Your first user will have permission to read and write any data in your project.

Datoloke  PREVIEW

@ servicEs Username and Password Certificate
Triggers
Data API e -
@ We autogenerated a username and password for your first database user in this project using your x

Data Federation MongoDB Cloud registration information.
Search
8 SEcuriTY Create o databose user using o username and password. Users will be given the reod and write to any dotabase

= privi by default. You can update these permissions and/or create additional users later. Ensure these
Guickatart credentiols are different to your MongoDB Cloud usernome and password.
Datobase Access

Username

Network Access

Cryptitan_User

Advanced

Password @

NewOn Atlas 4

Goto

150WUDQI7WixOGIL @, Autogenerate Secure Password | Copy

4. Add the "Read and write to any database” built in role to the user created.

Built-in Role 1SELECTED A
Select one built-in role for this user.

Read and write to any database v
Custom Roles v

Select your pre-defined custom role(s). Create a custom role in the Custom Roles (' tab.

Specific Privileges v

Select multiple privileges and what database and collection they are associated with.
Leaving collection blank will grant this role for all collections in the database.

Restrict Access to Specific Clusters/Federated Database Instances

Enable to specify the resources this user can access. By default, all resources in this project O
are accessible.

Cancel Update User




5. Define The IP Addresses
Next, we have to define the IP addresses that are allowed access to the database.
You should choose cloud environment and allow access from your server's IP

address:

M Project 0 LI DatoServices  App Services Charts. s B A

& DEPLOYMENT
@ Where would you like to connect from?

Database
Dataloks  PREVIEW Enable access for any networkis) that need ta read and writs data to your clustsr.
ADVANCED
B SERVICES .
My Local Environment Cloud Envirenment
Triggers o pumpm— s this o odd network I oddresses to o @ Usa this to configura natwork cocess
Data Federation :
Seorch
@ We added your current IP oddress. You can connect to your cluster locolly from this device. x
@ secumiTy
Quickstart Set your network security with any of the following options

Database Access
Only on IP address you odd to your Acoess List will be able to connect to your project's clusters. Yeu can menage
Network Access

existing IP entries via the Network Acoess Page.
Aovanced

1P Address Description
NewOn Atias 4 Add My Gurront IP Address
Goto

6. Connect To Our Database

Finally, we are ready to connect to our database. Start by clicking connect:

M Project 0 ~ i DataServices  AppServices Chorts : @ A

OLAWALE'S ORG - 2023-02-27 > PROJECT O
& DEPLOYMENT

Database Database Deployments

2 SERVICES
Triggers le dats ftan. 1
Load sample datasets to Cryptitan, Lood sample dataset | | Dismiss

Exart Atlas provides sample data you can load into your Atlas lusters. You con use this data to quiokly get started exploring with data in MongoDE. | Load sample dataret
Data Fedaration
Search

® Cryptitan Connect | | View Monitering | Browse Cellections FREE  SHARED
@ securiTY
Database Access
Network Access # Enhonce Your Expericnce LY ©  Comnections @ @  eino.0B/s ®  DotoSize 0.0 B o

ew 8 @ Out 8.8 B/s
A od For production th N ) y N
NewOnAtios 4
Goto
VERSION REOION CLUSTERTIER Tre BACKUPS UINKED APPSERVICES  ATLAS SEARCH

5014 AWS / N. Virginio (us-sast-l) MO Sandbox (Ganeral) Replica Set - 3 nodes Inactive None Linkad Create Index .




7. And choose: Connect your application:

Connect to Cryptitan

+ Setup connection security Choose a connection method Connect

Choose a connection methed View documentation (£

Get your pre-formatted connection string by selecting your tool below.

Connect with the MongoDB Shell 5
Interact with your cluster using MongoDB’s interactive Javascript interface

Connect your application 5
Connect your application to your cluster using MongoDB’s native drivers
Connect using MongoDB Compass
Explore, modify, and visualize your data with MongoDB’s GUI b
Connect using VS Code 5
Connect to a MongoDB host in Visual Studio Code

‘ Go Back | | Close ‘

The view displays the MongoDB URL, which is the address of the database that will be

supplied to the environment variable moncope urr. The address looks like this:

"mongodb+srv://Cryptitan User:<password>@cryptitan.fwtfp53.mongodb.net/?re

tryWrites=true&w=majority"



Connect to Cryptitan

+ Setup connection security v Choose a connection method Connect

@ Select your driver and version

DRIVER VERSION

Node.js = 4. or later =

o Add your connection string into your application code

D include full driver code example

mongodb+srv://Cryptitan_User:<password>@cryptitan. fwtfp53.mongodb.net/? ia
retryWrites=true&w=majority

Replace <password> with the password for the Cryptitan_User user. Ensure any option params are URL encoded.

Having trouble connecting? View our troubleshooting documentation

Go Back ‘ ‘ Close ‘

8. Replace <password> with the password for the Cryptitan_User user.

After successful installation of cryptitan, you should check the database through
mongodb atlas to ensure that the encrypted private keys are stored in the newly created
database.



